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Introducing SurfSolo multiserver VPN

SurfSolo VPN creates an encrypted virtual tunnel (VPN) between your computer and one of
our high bandwidth security VPN servers. This tunnel shields you from the most
sophisticated methods of online spying and snooping.

SurfSolo VPN is simple to set up and use, and works silently in the background.
The internet speed is only slowed down minimally (depending on your internet connection
and number of nodes between your computer and our servers).

Secure Surfing: After you start the VPN, all your applications will automatically send their
traffic through the Tunnel, hence your Internet activity is protected. Every packet of data
going out from your computer will be encrypted.

Anonymous Surfing: When your data emerges from our privacy servers at the other end
of the Tunnel, it appears to outside observers as if your traffic started at our servers - not
your home machine. So SurfSolo VPN, in addition to encrypting your traffic, anonymizes
your online activity.

Why Do | Need SurfSolo VPN ?

When you connect normally to the Internet, your transactions are relayed through several
servers before reaching their final destination. These servers have the ability to collect
information as your requests are routed through them. The most common example of a
server that can collect information about your Internet activity is your Internet Service
Provider (ISP), a hotel or pubic WiFi Hotspot. Since your requests are not encrypted, any
server between you and your final destination can "see" what you are doing.

How does SurfSolo VPN work?

You can use your SurfSolo VPN account to encrypt the Internet activity between your
computer and our servers. This prevents anybody between you and our secure servers
(such as your ISP, Hotel owner, WiFi Hotspot provider etc.) from monitoring your activities.

SurfSolo does not only encrypt and protect all your software internet traffic, but it also
provides an anonymous and secure email account.
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Some of the main Features of SurfSolo Multiserver VPN:

SurfSolo VPN makes all your online activity anonymous by obscuring the location of
your computer as well as your Internet IP address.

SurfSolo VPN, is a secure VPN service:

This powerful encryption technology runs silently and effortlessly in the background
whenever you're online, encrypting all transmissions to and from your computer.
The Powerful encryption makes your entire internet traffic your private issue!

Secure & Private Email Account:

Lets you send and receive messages safely, privately and anonymously.
With your SurfSolo VPN subscription you receive a secure e-mail address, with it,
your IP-address WILL NOT BE VISIBLE.

Integrated Firewall: for maximum security SurfSolo integrates a powerful firewall that
in the background protects you from online attacks.

Anti IP leak protection: It is well known that several commonly used applications
have security issues (for instance JAVA etc.) and that they often reveal your real IP
even if you use other anonymising software....SurfSolo prevents any software to leak
your real IP and keeps you safe at any moment.

Secure & Private Instant Messaging & Chat:
Automatically protect your chat activity and existing IM accounts.

P2P and TOR capable! Thus the spooks have no clue who and where you are.
We do not keep any logs! Other 'competitors’' DO LOG

Ultra high bandwidth servers provide incredibly fast browsing.

FEATURE: ANTIVIRUS: FIREWALL.: SurfSolo VPN
Stops email viruses v
Stops web-based viruses v v

Stops hackers from attacking your v
computer

Prevents online tracking

<

Stops hackers from intercepting
your Internet communications

Prevents your ISP or employer
from eavesdropping on your

"IN EN

email, instant messaging, chat v
etc.
Makes you invisible & untrackable /

while you surf
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What you get when you subscribe to SurfSolo VPN:

your REAL 1P

A secure encrypted connection to our servers
A free email address: Sending emails from it will NOT reveal your real IP-address,

Secure surfing works on all protocols (including SSL-sites 'https')

Anonymous Instant Messaging, Skype etc...

Anonymous Newsgroups

Anonymous P2P- file sharing.

Bypass local internet restrictions and see websites and films that are not usually

available in your count. (i.e. see American movies from Germany, or use Facebook
in China)
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1.0 Getting Started

1.1.1 System Requirements

SurfSolo VPN has very meager system requirements:
A Windows computer able to connect to the Internet.

Roughly 15 Megabyte of free disk space

1.1.2 Installing SurfSolo VPN Privacy Tunnel
1.1.2 A: Setting Up the VPN:

When purchasing the SurfSolo VPN service you should receive an email with your personal
access data to the privacy server. Those data are needed to configure the VPN software.

Please download the SurfSolo.exe file from the download area of the SecurStar homepage.
Install the software and click on the icon on your desktop to launch the application.

The SurfSolo program icon will appear in your taskbar icon appearing.
Just right click on it and choose “settings”

User Manual v.1.0 Page 6
° http://lwww.securstar.con



Secur tar SurfSolo VPN

GMPUTER VPN PRIVACY TUNNEL

This will open the admin panel of the software. Where you can enter the username
and password you received by email after purchasing the service.

§ @ SURFSOLO ADMIN PANEL

| Security at its hagﬁest level (@)

Settings Test Connection About

Account information:

) 3 JaianaZ ] TTTTIIIIL

Servers:
Name Address Status Delete Default

After entering the login details, click on “apply”.

You can then press the START button in the interface (or by right clicking on the taskbar
icon) to turn on privacy.

" © SURFSOLO ADMINPAMEL % | 4

& () 1270018988

Security at its highest level (&)

Settings Test Connection About

A

Privacy stopped

Account information:

FTTTTITIIT) Apply

1 ‘ daiana2 ‘ &

Servers:

‘ Q, Search Server ‘ Add Server
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When the VPN is started you will notice that the icon in the taskbar will change its color
from red to yellow and finally to green...
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From here on your connection is secured. Please go to the “test connection” tab in the
software’s interface and you'll be presented with a similar message like this:

3"!3: SURFSOLO ADMNFANEL = (I

& ' 121000081

SETreys Test ConmeCtion I ADOK

Congratudations! SurtSaio & nmed ON

Wodir CiETend 1P adoness 213 183 71144
Your courdry 5. Metheriands (ML) =2
Browser: MoziBalS.0 (Windows NT 6.1; WOWSA: ned5.0) Gecko/20100101 Firefoxids o

e el El Al |

NOTE: SurfSolo is designed for your protection but we have a ZERO tolerance for
ANY abuse, and we will cut you off without any warning and without refund.
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If you want to stop the privacy, you can go back to the “settings” tab or right click on the
taskbar icon and select STOP VPN.

This will disable the VPN for all applications and the icon will revert to red.
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2.0 Accessing your secure email account

In order to send or receive encrypted emails, be sure that the SurfSolo VPN is turned on
(green icon), then right click the Surfsolo taskbar and select “Mail Box".
For security reasons you will not be able to access/send Emails if privacy is OFF.

You may login to your secure email account with the same credentials used for SurfSolo.

I SURFSOLO ADMINPANE. ™ | SecurStar GankH. - Login TR =4 3

10401 phy o |9 TE 2 3+ &8 1

SecuriStar

Sopmerelad version 18831 el cendns
En tha Squirme Bl Fraject Tean
SecorStar GobiH. Logn
Name
Passward:

e Dolel

3.0 Using SurfSolo VPN

Once all the above steps are done, you are ready to to surf the Internet as usually but in
a secure way.
It is advised to test your security and privacy by making sure all working as expected.

Enjoy your privacy !
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